& ChatGPT

ZLOYDIEEREZHEM DX ICEATBFAELR—F

Executive Summary

2026F6 H12BICHREHARTHAM A LOYORRIFE. ALOY A2y IT v I AN RERELTEL
FEERFERAM Decentralized X (DcX) 1 Z. HFTBN DEEFED S EAHNABHARELE T 1 —IN5|E LIF
DOHBELETRTANY P LTUBMITOSNZAREENE VT, BEETI L RABERZEHRET 5 L.
DXIF T7—2ZDHbDZzRHEEHST. Bilm - SHTEBEADAIETIV P EOENZMET D L TEE
HEEzEHS) BEICEDEMBETHD. 2ORKTILIN X LO—DH OSXHERN - RATER - fFer
TR L TZ7 DLAD (Decentralized Learning via Adaptive Distillation) ¥ & Uf adaptive co-
distillation RFDOHEMTZ e AZDHBERTYT. CHIF—REROEHZBPRLE TIZHR < 2019FDDXBEIFER
. 2021 FELUPEDFEAMIERL. 2023 FELUPEDKFEF. € L T026F DR ) —ADESUN SEHINZ DL
DHER/FTI, !

BMETORADEICER L. —RNAESFEELNRRE LHEAR TR—T7—FF0FvyDETI/ILI B

BREARH THRATORRNEEN) ICKEFEET. EE%T}L’E#FQ[N HF=N—DERFRILT—

RICHTEIEIFATY hOHA%E. SHEEICIHECTERHICEAMMNNTLTERTIRUCHD £9, OSXOF
i5AX Tld. DLADIZIEIDFT —&IT38E< . 540 7> g ciEsEm L1BAh % D. ResNet¥ DenseNet®
SOBERT7—FTIVFvEETHRALOEWMNREINEHBINTVWET, 2

EFLETIE. 2026F6AHDO A LOY AR U —XICELD. 7TV ILOAIZOX Y + Taibay ICE1F2

FAERIA TS LBRADKEEA L, HiEE - BS LV SBEEOAT VR TS, SHBOEET— 2%
HEETICREBEFIVERN TR THS S LERALL L ARSNATOET, 5T AANRLLTO

SKU. fiit, ERX/S—bF—TO5h, BESAR. RESHEOHMIZAMAN THRERTT. #>TH
BEATIE, DOXKE T8I 7 b o T PG £0b HAEMICAMA TN SARREEEN LBRT 50
PEHTE, 3

HER—RTlE. MONOisth'C DERDAB L LTDXZED Lif, BIR—JRELT MAIOFR THIFHA
RZTEHIRL CHRUTVEY, 2L, ED“THRIR" L WS RIEIZSEIRET E A L0 2R—REH
TIRREEEETE Y, RERTIIREEL LTRSS OHEETT, ¢

FEHR

SR ORAEERIEIMONOIStOFEEER =Ry FTHEETE. HERIZ2026E6812H. 573 REEA

‘C@“o BiEaiFad. SORETEIAM—XRERTII RER T, 5

<SR THBAINDXIE. A LAOYH2019FICARERLE [T—22ENT 3 L hAIDEER
=203 EEFFEHEAM [Decentralized X1 1 DIERMREICHD. 2026FICIET TV AL OHEAIE
HCREMRFERFEICADTWVWET, 6
MO FRIL. OSXDLRRFEMTXENEEAT S DLAD THH. KINILDEBRT—X. 95347
kT D softlabel. T5IC& VST kD confidence”# BV BIGEATHTHEEFHMTY, 7

«DLAD,/DcXld. —fEMAESEB[LEARD BEBETINZEZOFEFBMEER TV —A. H—N—4
THERERAT 2 TRRETIHELFHD. TCHRELOFEML—RATTY, 7

«FIBIETld. OSXEFZEE DOARBTEFAIC L S US11580453B2 & & U2 D BHAK IGHFEF
JP7468675B2 ', private Al models D H711%Z AT private data B&ICIZFEE L%\ co-
distillation #iEZRELTWVE Y, 8


https://chatgpt.com/?utm_src=deep-research-pdf
https://chatgpt.com/?utm_src=deep-research-pdf
https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043_2.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://patents.google.com/patent/US11580453B2/en

X2 VTAETIE MET—FZHRREN LBV CEBERIFBATTH. NISTHHERET 28D, 2
B ESREEETHENBRRCETIVENIN SO TSANS —KBIZHERDEEX I, DXRIFFH AR
ESREBELTVBDI. TOFRADHRARMEBENTY, 9

RROFERME

F9. SEIDZRICOVT, NRBRTHE TSI LERCREIFRZIDNITET,

HH BERBTELAR B
HEF 20266H12H, > =
&R RRMA. BARBRHIIKRMER, ° &
P FLOY Y12y I Ty I INRERHET A TDecentralized X =

(DcX) 1 DHEEFE, 10

MONOQIistD R =R b Tl HFFEBE OREHEEETE 3 —H. BF—RE&
BTEREEEDRE—EIFRmERE, U

HMREFRLED AFLOYVHAZYIIYvIRAREFALOYDORBFRHLTHD. 2026FEDRTH
&R R—ITHDXEEFEOEHEB & L TiHH. 12

oot

e

=3
1Y

ZRER SEFERTELRAFERETIE. KRR F 1 RPRBEROLRRIIKMES.

KRDEBERANBIZ. RE—XERHCDEEHLSHD L. PECECDUTOZBICERIBETETEY, F—
IC. DXDOEAER. $h8bhE IF—2E2HEGETICAIZEELT S FFEFFBDOHBETT, B I, OSX
DT ¢ L TR & £ TE 7-DLAD,“co-distillation DIBNTT. FB=IC. 7TV XL DHEAIEH=
BLIEE - HEREOERTY, 2XERTIE. BEARHAIETILICDXZEAL. RESPESOEER
B, HREDEVDH > THBRGOBEET— 4 2HEE TICARGERAIREET IV ZERTIZ Lz
mlLfcedhTwigd, B3

2019F DA LOVARFERIE. DXE [F—REEMT ST LB ADMEEERED S FEPFBEN) i

BAHITOE LT, CHICHL2026E0Y U—X I, DXE T&RBTEBINLAEFLOLEHET S

CET FoREREUTEF AT AR CAEBELTE 3BT IO—F) LHBLTLET, BEIF
BRMIC—BLTED. SEIORRIF ORlE WRHE 5 KIE - BEHIT At 3HELR > T LR
TEET, M

HEEL LTRICEBEN S DA, MONOIstORHLICH S TREBEZTEIEIR TY, 2L COHIR
RIIGERRTT R ) —AAX TIFEEERTETEEA. LA >T BRICIE TRRNIXFERRFELE
L. MONOistiZ7TEIHIRE#iE1 LV SH/RVLHIET T, 4

MFIC. RRRRERBZRELICF A LAV ERLES,


https://www.nist.gov/blogs/cybersecurity-insights/privacy-attacks-federated-learning?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043.html?utm_source=chatgpt.com
https://www.omron.com/sinicx/?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043_2.html?utm_source=chatgpt.com

DcX DRBiS R e REER

20200818 00 202201 20 20230214 20240416 202506 30 2026.06.09 2026.06-12 20260616

ETA

S

DLAD i % arXiv ICPR T Adaptive 'OMRON TECHNICS US1158045382 JP746867582 "TECHNO-FRONTIER W D 8 MONOist
A Disilation A% ? DUAD 35 aranted atanted 2025 771) X YETEREAE 7 L & KR PO FTET

CDRALTA IE 2019FDOEMATRN S Xt 5. BR. Fil. €L (REEHBESANCED —
BLIEANERLTWEY, 15

53 0iba LV

DXDOEMMNEEREZ. LHBERNCERICEVWERZZ . TRRZMUSPHEEHRE T S private data ZHR
EHET. FUFIT7V M TESNIEZESRETIPEDOHEAEHEALT,. Y—N—{0 global model %
SHREL T BIEEPFBEM TI. OSXOIMEAN TIF. COFKFEL LTDLAD AFHBAINTH D,
TERDFLTIF/R WIS LY Theterogeneous clients] & Tnon-lID datal ZFERBE L LTRELTVLETD,

16

OMRON TECHNICS OFEATIE. FLOBRE LT, 9517V FDETFILT—FTIFvHA—THBI %

BRI R & FHRICEBLBEIVBERR HEITFSNFET, TORBL LT KDR—IXDHHEBT

&, 254 7> b private data T source model ZFE L. H—/N\—IFB5E® T distillation data #& &

SA T2 MIED, O soft label #F(TE > T global model Z#ZEZBFEH L £9, DFD. DcX,/DLADIE
TEA0FH) TREAR< THHOESE] zHO0ICIBATVWEY, 17

T 5ICDLADIE. B3R ETIEHD FHA. BV 717> M. BEOD private data & server-side
distillation data Z 59 % binary model HEEMFH L. TOHH%Z TEOH > TFILICHT ZEN - HRM
M - confidencel MEME LTHWEY, F—/\—IdZ D confidence % softmax EFL L TEH w;(z) &
SE L. & clientmodel DEH M;(z) ZEHFETEML T global model ZFB L FJ, ZHUZKD. non-
IDIEIET MEDHVTIICELWISI 7Y b OBERZHIRMEESNEY, 7

COEAZRTT B E. UTOLSICHRD T,

flowchart LR
S[Server\nkZNJLIZET—4 Ddist] --> C1[Client A\nprivate data D1\nmain model M1]
S --> C2[Client B\nprivate data D2\nmain model M2]
S --> C3[Client C\nprivate data D3\nmain model M3]

C1 --> Bl[binary model Mb1\nDl vs Ddist]
C2 --> B2[binary model Mb2\nD2 vs Ddist]
C3 --> B3[binary model Mb3\nD3 vs Ddist]

C1 --> 01[soft labels M1(x)]
C2 --> 02[soft Llabels M2(x)]
(3 --> 03[soft Llabels M3(x)]

Bl --> W[confidence-weighted aggregation]
B2 --> W


https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html

B3 -->W

01 --> W
02 -->W
03 -->W

W --> G[Global model M\nadaptive distillation]

CORIE. OSXD LM ICH 5 =EBIEEE. 37415 client model & — binary model -}’E‘
server model 28 ZBEL L 7cHDTY, DLADTILEEIIBRIEDOBHEICESN. 517> M -
N—RIOFEBEBERIEA TS0 > TEDHLNBD LFHBAThTWEY, 18

BEI-RT7—ZRE. B - KIWERDSAHB . DRCED=ZD2HDEY, B EE - £F - 78O
D& S LHWEEDEVWT—4 TS HEHTI, OMRON TECHNICS i, [EBRORHR IR ZHIIC. Kb
CEDT—REHREELTICETLERZEDZBEBZRLTVEY, BEIIL. IRPRBATREED
AKEL, DOT—EHBEHELWVEERE T, B=IC. 2026FDEIETHRENT &L S %4 RIBREHLERIC
Ty BEERE - MR T, 10

ERMLERIZ. KOS ICEHNTEET,

VDI BBETIVEFENY T9, DLADIZ ResNet & DenseNet OEEH AL TLVE 95

AT=D8& i non-1ID XS T, BT L DB adaptive weighting B3 28 T,

#HoDHIF BEBRHDVES T FLECZEXEEEZMBEL LEE A

£20DIFT—REDHDTIREBL EFIHAZHE T IMEAFRDORE T9, hid. 2019FUED
DXD TEFILALZMET 51 HALHLEBELTLET, 20

—5T. [RROEBEETY, B —/\—@ICIX distillation data DFER HRBETH D, Z2DT—X D% private
data ¥ KE < BT B & confidence HEDBEN D EETNHH S LOSXBEHFEHTWET, DFEDDcXiE

MAIHTF—2AHNESRV] EMTIEEL. ARICEHITRER[KRE“ETF—27"HD S5 “FEAOLRTHE - BNS
LR TVWTF—2"ABTHE CIERIRETY, 2o

RERCEAIL

RFR TRFAEETEZEREEF . FTIVILLOHAICEZBEFRBAIETIVHARFEDER T, &
LU -RTENE RRIBFEEZCPESOFETHAATNTLBREETILTHD. BRRECPHRED
ZLTH. BRBOERT —2zHEETICRERERTRETIINZEMNTEI Sz LIceTnT
WEF, CCTEERDIE DXDHXDANYFI—IEMCEERST. TBHBTRIGRMHE) OHBRE
B FIVAANBRINTVLERTY, 22

OSXDRTEENR—TICIE. 2026F6HIHD CDREHDEEFEIE L THBHINTE DL 20255F(C1F
TECHNO-FRONTIER 2025 T I7—42%HE T2 e B CAIRRMXRZEH M1 C LTEBRIERICDH -
TWELT, LIch > T DeXIF2025F R A TRUICEBRAIBE% T € - SiBARTRE A ifiT & L TR . 2026
FIZIEN— b F—FICBHAHAATRCRZ2ONEETY, 23

o2 L. BARILEHEIOFMISERER TY, BRTEABRBRICIE. UTHAEENTULEEA.

F—IZ. DXBIHDE RS - SKU - SaaS$,

FBTIC, IRGE@RPEAS.

FB=IC. ERBIRGTF v RILPRE/N— T —HIE,

FOIC. EEEAHEPT LB,

ZDfH. BEATIE THEEARBEEATS Y b7 5—L01 WS &D, LAY, OSXDIHEIEHPY

Ya—2a EGICEMPAFTNBIEERN CSHET 300 BETY, TNIZAREERD S ODTHEIBTH
2HPARLIEXETIEHD FHA, 2


https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://www.omron.com/sinicx/?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com

A— Ry 7HEKRT. EXBGFRIAMILA S —VIERAKRTY, b, RRAERHISBERIT S . AT
D& 5 BERFEERDZHINE o

T N EES B
BAtTAIE 20195 ICDXBAFE AR HE, e r—<is b
BrpissT 20204F arXiv. 2021%F ICPR. 20224 OMRON TECHNICS T BEfio7I)Ld) X L
FHtRa DLAD%E /AR, 26 1R
MEHRE  2003ENKERSH. 2004 AASENRT, 27 ngﬁ%ﬁﬁxt
THIHEH 2025 TECHNO-FRONTIER TR ™. 28 ﬁ%ﬁﬁgﬁﬁ%ﬁﬂ?%
a
SR 202667 T ALREERSR, AR I DYIHAERRE
§%7I" /X — ~F— 22 - RERERIE KRR, KRR

MONQistiZ. #LO> L OSXADXEARIZ TETEBN—FF—CEHTVSE] ERLETVLETH 5
B0/ BREREE THA E T—REN THE TS LORT 7Y XLOH T, foT. #M/— F+—EHO
TEEMIEE VD, BEHAIIkER CRETZONEYTT, 0

¥ a )71 CERE

DXDEFaUTa « TS5ANI—LOFFEIF. £TET—ROPRENEZRBITSND CLIZHDET,
Google® federated learning E& TH. FEFE I training examples # 7w 70— K€ 4. data
minimization (/83 EFHBATNTULE I, NISTH. 28 - ESEFBIIEAFNER 7 O—Z2MX3E5LL
T—FTIOFvREEMAUBMITTVET, DXIFINE S SIC—HED. EARBEHODFLTIFZA < soft
label & confidence ICL B ZHBHODRFTZH-O>TVET, 31

LD L. “T=REESBW S E“TFTANI—=URIDBBW T LIZRABTIEH D FHA. NISTIE.
federated learning T% model updates > HEEI|H S privacy attacks B D182 7. FL BIRTIFE
LIRRETIFBRWVWEHE L TWEY, OWASP H. modelinversion. membership inference. model
poisoning AL ZMFE L X T LOEBBHICEIT TVWE T, DXHHBETZDI3 raw data TIFHR T
H. soft label #&HH /1. confidence FHRMBFHWERX VORI EZIREES RICIFEFENBETY, 32

COBRIANOIMRAMIE. A LOVORFFEICHRNTUVE Y, US11580453B2 Tld. client result data %=
FWT adaptive co-distillation model ZF& LoD, £® model Bi&IiF first / second private data set I
EFEFFLEV CEHEBHINTULET, I5IC. result data set % partially,/fully homomorphic
encryption TEEEILL S 3 EHBEEEINTVET, DED. DXREMITEIC T —2E2EXS BV TEITTA
. ZHHNHES - REHETRELS B8R 2557, =

BAER E DR TIZ. BANRT —2MEABREZSCHES DD E—DRDIKRT Y, BABREZRS A
5. BEABREREZERDES « A1 R0 Y ERDFHRICAD 29, ELRMIBERPREMIBRDOHZL
132026 F 48 —8HEDHA RSV THREINTHE D, ERMIBMICOVTIIAAHER BN THITRE
RETBITRNBLEINATVEY, BER. £E. 1787 —XEDXZHERAT 358, TT—FEESLBVH
SENEE. Li3B5Y. REAT—4. EFIHA. O, BAAREITIURAETE NV ETT,

34


https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://arxiv.org/abs/2008.07948
https://patents.google.com/patent/US11580453B2/en
https://www.omron.com/jp/ja/news/2025/06/c0630.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043_2.html?utm_source=chatgpt.com
https://developers.google.com/machine-learning/glossary?utm_source=chatgpt.com
https://www.nist.gov/blogs/cybersecurity-insights/privacy-attacks-federated-learning?utm_source=chatgpt.com
https://patents.google.com/patent/US11580453B2/en
https://www.ppc.go.jp/personalinfo/?utm_source=chatgpt.com

Ffe. BEATIIRES - MBEOAIBREHA RS0 A AN, REEATREME. €+ 2 ) 7 R,
AT =V RINZ—ADOREMBERREHL L ZER L TVE T, 2026FRERNI. AltF 2 U T+ KIS
HARSTAUADERDEH. AIREE - REBICLIZBENREZ RO TVET, DXDL S BOMAIRRET
& ENETILREED. HHIRBRBREED. HIMMEEREEIZESH 2220 - ERATER IS CHNEICE
B2TY, 35

EUEIREAH % D15 3355(13. GDPR & Al Act DA D ERRICTED £9o GDPRIF2018FH SBAFEH T\
AlAct 1320248 A1RICHEZ L. RAJE LT2026F8H2H D 5@, 772 L—&BISAIFEILEATY, EUDOR
REA LT TR —RRE - BIEREN2025F 28D 5. GPAIEEN2025F8AN 5. £KEAHH2026
FIADSEITLE T, DXDERPA VTS5, ERRERYRIDFICASGE. SBFETHS AR
BAVTFA T ARKRTIREL . TLA3T—2RERESBLEEIMMOMEEZ LITS T HD 9

36

B9 BIC. DXDBEHFMIGIE HPREKEEE) CVWSBAZFEBN5H. REICIIUATOEENUET,

B EYOLY, BB -
ETFILHEADS membership inference / model  differential privacy. H%IfH. BES .
DiRE WL inversion k. BEEOY
FHEMEDOE . ; _ BINERM. EERA. EATITE%
SN LI \%E p—— 38
1T poisoning. BRI . fRt
l% il N = T ;j\:\ T —
mAREER e o ETT g maguest 2omm oPA >
= B TOBEHERTE
A BYAIBECOREERTR i axs. wEnE. BEEH 0
e b & Mat

DXz il g 3 ICid. BAad MFLOVMBRIM £ LTTIRAL. SHAIOEET 70— FEOHR THENL
BZREZB2BENHD £9, UTOLBKIZ. KifiAXDEW & RFLOBK ZERICTLAEDDTY,

FAl7 - B BiEET BE A DXk
HES ' DS ;
D18 ik AR L T
& E
WU, 7 ?ﬁ § RET
soft label & SATY g}u . FIL -
. . :\ - sﬁ s . 2°4 RN
DeX a0y co.nfldence ~ : el BISE AT B IiE f%L
DLAD . private data unique 17 TagMk. o e, &
IFHRRICES  model & a1 = non-
~ Ehoia L1l=l j(g
HW, 7 SR IIDT
. TOVE gy
’E\o 1%1%\
18 B


https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20260331_1.pdf?utm_source=chatgpt.com
https://commission.europa.eu/law/law-topic/data-protection/legal-framework-eu-data-protection_en?utm_source=chatgpt.com
https://www.nist.gov/blogs/cybersecurity-insights/privacy-attacks-federated-learning?utm_source=chatgpt.com
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML10_2023-Model_Poisoning?utm_source=chatgpt.com
https://www.ppc.go.jp/personalinfo/legal/guidelines_anonymous/?utm_source=chatgpt.com
https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20260331_1.pdf?utm_source=chatgpt.com
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html

FAl7 - B BEBET BfE A DXk
H=H T e 1IDXT ity N
YA EE AR s OB an @ oum
=
DcXi
e i . .
L@ - L%Lit% %?&LE:J: ) &)/ EN mmr
Federated BEBHo raw Lo B 5. WEY RE A FILE
roderat Google@n *° T EFLE EEMIX RS L. ;ﬁ pu
& L. ErE pRE iy
° K, 16 3 G2 b
44 1t
DcX
FLruntime b FLIEERIC " «
2 [E
TOFEO  LOER EEE W
NVIDIA SyorRY BB " aw mc
S5 A7 £ =
FLARE NVIDIA SAT7NE Al REERE taxt Kkl 1$75 <
¥, rawdata  federated —
iZO—naiL runtime o FL REE
45 ° 16 ° 47 HE Hes
fitg
DcXi&
(S:E:Fr)itation 2k W/ horizontal / f . ioﬂ
. = t l . ==)
FATE FederatedAl /|- ﬁ%’] :j Zrzrnlscfaer/ i~ BR BT
WeBank %& federated o . = e FILE
. FHEER learning 3t o
training. PR . BE 7k
o ILvo E" é”%
o)
FRL DcXi&k
teacher _
model pig= non-lID A 7> PATE
= ba e ~ ’\\ W \-ﬁ
PATE GoogleXr i gEEBET 280 DBESEH h »\r/\ &DiE
A BN 1E55 0\ = IGEH
a Bo 51 RS TIID
i L (A
. FHHIEN BE DcXxld
public data —
£ model T non-lID 7 FedMD
FedMD FHIRR distillation {0 IcgnE Fh B 0FE=
& ° OSXEm I AE EWES
B, o1 & &5t
m’\.l
(= ES
DcX
X TR e
FERET 5 =1 DEHE
Split . EmIX, raw EFILD . . D
L B RE * AN .
Learning F - Bk data I3H#HE B)FitR HARE s ° BAL
ax T
L%V, 53 i A
b AR -
D, B R

54


https://developers.google.com/machine-learning/glossary?utm_source=chatgpt.com
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://arxiv.org/abs/1602.05629?utm_source=chatgpt.com
https://arxiv.org/abs/1602.05629?utm_source=chatgpt.com
https://developer.nvidia.com/flare?utm_source=chatgpt.com
https://developer.nvidia.com/flare?utm_source=chatgpt.com
https://developer.nvidia.com/blog/effortless-federated-learning-on-mobile-with-nvidia-flare-and-meta-executorch/?utm_source=chatgpt.com
https://fate.readthedocs.io/en/latest/?utm_source=chatgpt.com
https://fate.readthedocs.io/en/develop-1.5/_build_temp/README.html?utm_source=chatgpt.com
https://arxiv.org/abs/1610.05755?utm_source=chatgpt.com
https://arxiv.org/abs/2008.07948
https://arxiv.org/abs/1910.03581?utm_source=chatgpt.com
https://arxiv.org/abs/2008.07948
https://arxiv.org/abs/1812.00564?utm_source=chatgpt.com
https://arxiv.org/html/2511.23402v2?utm_source=chatgpt.com

COUBBNSRZITLLBDIFE. DXH TFLF S5y b7 x—L4L1 TI3%< Theterogeneous clients [
adaptive distillation T2 1 IR D CEBELP TV ETY, NVIDIAFLARE * FATE I&. <JLF/N—
T FEERER L LTEWVW—F. DXIFLD LMD 7ILI ) X LEFNE. F5iIC REBETIVES CIENDER
ICRRAEFOTUVET, 5

MPETIZ. AT ORFERXDEICEETY,

& N4 DcX & D
i &
2 &R i Ex Bs(%

private Al models @ result data %
fiEL\. private data BFICIZES

S US11580453B2 - Adaptive 5023 £ 79" server-side model #%¥%, I;;;(DOE);;
5 co-distillation model 56 HEEET LS. confidence e
o . HE5NB
weighting. homomorphic
encryption #8{, 3
% K S E  itvo L=l
¥  JPT468675B2- MHSET LRRBEIRFOBREMG. D8 ooen)
2 F 5 2024 BB -Zai—JILFyv DR 1t
i | E, o7
Adaptive Distillation for D.L/\.D%.?Eio RINIL .
-~ Decentralized Learnin distillation samples & adaptive DcXD 7
o from Heterozencous & 2020/2021  weighting IZ& D heterogeneous/ JLdU X
ot @ & non-IID AR, MNIST, LB
CIFAR-10, CINIC-10 CH#&FE, 51
¥  AMachine Learning System DLADZ EXRIGARR TH. FLE o
fitg that Adaptively Aggregates 2092 MDiEL\. binary model IZ& 3 I
A
E Knowledge from Multiple confidence #7E. EERMEBEZ Eﬁﬁﬂ%&
Models 58 B, 2 N
r
MULTIPOLAR: Multi-Source _@&J&
TILDE

Policy A tion f
OUcy nggregation for 217 source policy % adaptive IIY:OES

Bl T fer Reinf t . _
Environ§1entalD namics BIIRLFE DHRR
" y A D%

Rk

/A

e TSR

3] . TWEFEETIRLTEHETS % - EHH¥
Decentralized X % 25 2019

% ized X ZBA5E FEAT) & LTDOXERAMEL R0k

S =

*

CCCHICEERDIE. DXEWSEIFZDHDIZ2019FDHEE - HiiRKRTHN. DLAD*adaptive co-

distillation(ZZDHET7ILIV ALDLRHBTH S L VLWSEBRTY, CNUINHERISOEENHRTH
D, IHEFET DX =DLAD) EARIC—FB—ARIE DI Fe—REFHIKRER TI, CIFWVWR. &5 B
BA. HFEFNA. 2026 FDORIHABIFHEEICEVWEAHZF>TWEY, !


https://developer.nvidia.com/flare?utm_source=chatgpt.com
https://patents.google.com/patent/US11580453B2/en
https://patents.google.com/patent/US11580453B2/en
https://patents.google.com/patent/JP7468675B2/ja
https://patents.google.com/patent/JP7468675B2/ja
https://arxiv.org/abs/2008.07948
https://arxiv.org/abs/2008.07948
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://arxiv.org/abs/1909.13111?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com

fam CIEET O a Y

BAETB L. DXIF“T—AHBEHR Y I TADEZBVRE ICHT 3. FLOVROREERE
distributed Al £ilf L FHETE X9, £ OIS, T35 - BE - WHRE - Ty OHER - N\— b T —BHER
HROELSIC. T—=2ANFLIBELL. LHASRBENKEV BEHTHEINGEBUNIRATNET, Ch
BELZTIANS—EETREL. ETNVPEZFRIFLILFXHAFEZAHREICTS tVLWSIBRELOMRD
BHET, 60

—BT. URIIE=Z2HD £7,

F—IZ. —/N—Ao distillation data HF@E]F= & adaptive weighting H'ERIL. MEENFREZEILL 53 C
£ TY. OSXEEH domain difference ZBARMAHIFK E LTEIFTVWET, 4

BT, TAEENTHETIVEA - BHFH - AN SDRAVWI X VIEFHEZ LT, 6l

E=IS. BUYRIDBAESHE. AlAct, BABRRFREE. E2EWE. SEFROHRFHFRARTH B &
T¥, ®

LIch>T REBLOERT7 IS 3 VIEPRDBED T,

- Bl EHE D E “FEE T TR “T— 2 BEHIRE - ZWE S - ISEGEE"ICES C . DX
DOffifEls. BIBEEL DT LAHEARREROERICHD T3, 6

« PoCE&ET T, distillation data DKM EREEKPIICT S &, OMRON TECHNICS AR 9@
D. domain gap |& adaptive weighting Z3ZELEFd, 4

A - EFAVTAZVEDSEEFTAL I, BICETILEAOY. #ERAP. 2BEMEERE. W
BN, BHRFHMEZ TICRETINETY, &

RSB TIIFLEBREEFREICLEARZDOTEHL., “REETIHSLIBEDL " BEFHVIBELVHL"T
BERC L, TOEGTTIIDXDERBANAKEI RN FT, 55

REHERTIE. BETO4 O MRESLD. FLOCOHIEESR « BV U a—2> 3 VADHEAASIE
Ez2AHBL, LHBEHRLE. DXIFEIRRIDIL— FTERIEIECEAMNETVWTY, 65

fhEm & LT, DeXid T—RRMAESFEEDHKRM TRHD LA, TLB. REETIL - FFID - (EESS -
T—2IFEHFD ZRBHIEL LIVERBAR THZRIEYT 3. ZBEOOBARERMTY, 202668 D
RRIF. TORMHEMAR - K5F - Bz T, ERNSHSREFINSLnDccenlic. B
BRIAINAS—VEFHAETEE T, 6

HE—E

AKLR—FTERLEY—RIFE. 702K a2 —X)L—L. OMRON SINIC X AR ESR—. OMRON
TECHNICS. Google Patents. arXiv,/IJCAI FDEEFHX AT, Google Developers. NVIDIART. FATE
2. PPC. METI. European Commission. NIST. OWASP. 75 UIIEEFE MONOist TY, FHEBR
FIEAXFDE citation ITIBHIAATHD £,

16 14 15 25 60 F—REENTSZCHAIDONEEZTD S IEERETHM ...
https://www.omron.com/jp/ja/news/2019/11/c1113-2.htm|?utm_source=chatgpt.com

2 7 16 17 18 19 20 21 41 58 A Machine Learning System that Adaptively Aggregates Knowledge
from Multiple Models | OMRON TECHNICS |R&D | 72/ O — | A L0OY
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html

313 22 24 29 63 65 FLOYET T XL, IEEHREERAM DXy THEMEZMA L
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com

4 30 “AIDERCHRKAMZTEHIR. ‘KB T35FLOVDAIFE ..
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043_2.html?utm_source=chatgpt.com


https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.nist.gov/blogs/cybersecurity-insights/privacy-attacks-federated-learning?utm_source=chatgpt.com
https://www.ppc.go.jp/personalinfo/legal/guidelines_anonymous/?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://cheatsheetseries.owasp.org/cheatsheets/Secure_AI_Model_Ops_Cheat_Sheet.html?utm_source=chatgpt.com
https://developer.nvidia.com/flare?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2019/11/c1113-2.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/technology/omrontechnics/2021/20211119-ma.html
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2026/06/c0609.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043_2.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043_2.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043_2.html?utm_source=chatgpt.com

5 10 11 66 FKE'FBZALOVDOAIFEEFE DXy it ATHEE ...
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043.html?utm_source=chatgpt.com

8 27 33 5 US11580453B2 - Adaptive co-distillation model - Google Patents
https://patents.google.com/patent/US11580453B2/en

9 32 37 61 Privacy Attacks in Federated Learning | NIST

https://www.nist.gov/blogs/cybersecurity-insights/privacy-attacks-federated-learning?utm_source=chatgpt.com

12 23 OMRON SINIC X Corporation

https://www.omron.com/sinicx/?utm_source=chatgpt.com

26 51 Adaptive Distillation for Decentralized Learning from Heterogeneous Clients
https://arxiv.org/abs/2008.07948

28 ALOYHY1=ZyoITvI X, TTECHNO-FRONTIER 2025] IC ...
https://www.omron.com/jp/ja/news/2025/06/c0630.html?utm_source=chatgpt.com

31 42 Machine Learning Glossary

https://developers.google.com/machine-learning/glossary?utm_source=chatgpt.com

3 AANBRRELS
https://www.ppc.go.jp/personalinfo/?utm_source=chatgpt.com

35 40 AIBREHIRS 1>
https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20260331_1.pdf?utm_source=chatgpt.com

36 Legal framework of EU data protection - European Commission
https://commission.europa.eu/law/law-topic/data-protection/legal-framework-eu-data-protection_en?

utm_sou rce:chatgpt.com

38 ML10:2023 Model Poisoning
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML10_2023-Model_Poisoning?
utm_source=chatgpt.com

39 62 EAANBEROREICET BERICOVTOHI RS> (RS ..

https://www.ppc.go.jp/personalinfo/legal/guidelines_anonymous/?utm_source=chatgpt.com

43 44 Communication-Efficient Learning of Deep Networks from Decentralized Data
https://arxiv.org/abs/1602.05629?utm_source=chatgpt.com

45 46 55 NVIDIA FLARE

https://developer.nvidia.com/flare?utm_source=chatgpt.com

47 Effortless Federated Learning on Mobile with NVIDIA ...
https://developer.nvidia.com/blog/effortless-federated-learning-on-mobile-with-nvidia-flare-and-meta-executorch/?

utm_sou rce:chatgpt.com

48 An Industrial Grade Federated Learning Framework - FATE
https://fate.readthedocs.io/en/latest/?utm_source=chatgpt.com

49 Federated Learning Algorithms In FATE — FATE documentation
https://fate.readthedocs.io/en/develop-1.5/_build_temp/README.htm[?utm_source=chatgpt.com

50 Semi-supervised Knowledge Transfer for Deep Learning from Private Training Data
https://arxiv.org/abs/1610.05755?utm_source=chatgpt.com

52 FedMD: Heterogenous Federated Learning via Model Distillation
https://arxiv.org/abs/1910.03581?utm_source=chatgpt.com

10


https://monoist.itmedia.co.jp/mn/articles/2606/16/news043.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043.html?utm_source=chatgpt.com
https://monoist.itmedia.co.jp/mn/articles/2606/16/news043.html?utm_source=chatgpt.com
https://patents.google.com/patent/US11580453B2/en
https://patents.google.com/patent/US11580453B2/en
https://patents.google.com/patent/US11580453B2/en
https://patents.google.com/patent/US11580453B2/en
https://patents.google.com/patent/US11580453B2/en
https://www.nist.gov/blogs/cybersecurity-insights/privacy-attacks-federated-learning?utm_source=chatgpt.com
https://www.nist.gov/blogs/cybersecurity-insights/privacy-attacks-federated-learning?utm_source=chatgpt.com
https://www.nist.gov/blogs/cybersecurity-insights/privacy-attacks-federated-learning?utm_source=chatgpt.com
https://www.nist.gov/blogs/cybersecurity-insights/privacy-attacks-federated-learning?utm_source=chatgpt.com
https://www.nist.gov/blogs/cybersecurity-insights/privacy-attacks-federated-learning?utm_source=chatgpt.com
https://www.omron.com/sinicx/?utm_source=chatgpt.com
https://www.omron.com/sinicx/?utm_source=chatgpt.com
https://www.omron.com/sinicx/?utm_source=chatgpt.com
https://arxiv.org/abs/2008.07948
https://arxiv.org/abs/2008.07948
https://arxiv.org/abs/2008.07948
https://www.omron.com/jp/ja/news/2025/06/c0630.html?utm_source=chatgpt.com
https://www.omron.com/jp/ja/news/2025/06/c0630.html?utm_source=chatgpt.com
https://developers.google.com/machine-learning/glossary?utm_source=chatgpt.com
https://developers.google.com/machine-learning/glossary?utm_source=chatgpt.com
https://developers.google.com/machine-learning/glossary?utm_source=chatgpt.com
https://www.ppc.go.jp/personalinfo/?utm_source=chatgpt.com
https://www.ppc.go.jp/personalinfo/?utm_source=chatgpt.com
https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20260331_1.pdf?utm_source=chatgpt.com
https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20260331_1.pdf?utm_source=chatgpt.com
https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20260331_1.pdf?utm_source=chatgpt.com
https://commission.europa.eu/law/law-topic/data-protection/legal-framework-eu-data-protection_en?utm_source=chatgpt.com
https://commission.europa.eu/law/law-topic/data-protection/legal-framework-eu-data-protection_en?utm_source=chatgpt.com
https://commission.europa.eu/law/law-topic/data-protection/legal-framework-eu-data-protection_en?utm_source=chatgpt.com
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML10_2023-Model_Poisoning?utm_source=chatgpt.com
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML10_2023-Model_Poisoning?utm_source=chatgpt.com
https://owasp.org/www-project-machine-learning-security-top-10/docs/ML10_2023-Model_Poisoning?utm_source=chatgpt.com
https://www.ppc.go.jp/personalinfo/legal/guidelines_anonymous/?utm_source=chatgpt.com
https://www.ppc.go.jp/personalinfo/legal/guidelines_anonymous/?utm_source=chatgpt.com
https://www.ppc.go.jp/personalinfo/legal/guidelines_anonymous/?utm_source=chatgpt.com
https://arxiv.org/abs/1602.05629?utm_source=chatgpt.com
https://arxiv.org/abs/1602.05629?utm_source=chatgpt.com
https://arxiv.org/abs/1602.05629?utm_source=chatgpt.com
https://developer.nvidia.com/flare?utm_source=chatgpt.com
https://developer.nvidia.com/flare?utm_source=chatgpt.com
https://developer.nvidia.com/flare?utm_source=chatgpt.com
https://developer.nvidia.com/flare?utm_source=chatgpt.com
https://developer.nvidia.com/blog/effortless-federated-learning-on-mobile-with-nvidia-flare-and-meta-executorch/?utm_source=chatgpt.com
https://developer.nvidia.com/blog/effortless-federated-learning-on-mobile-with-nvidia-flare-and-meta-executorch/?utm_source=chatgpt.com
https://developer.nvidia.com/blog/effortless-federated-learning-on-mobile-with-nvidia-flare-and-meta-executorch/?utm_source=chatgpt.com
https://fate.readthedocs.io/en/latest/?utm_source=chatgpt.com
https://fate.readthedocs.io/en/latest/?utm_source=chatgpt.com
https://fate.readthedocs.io/en/develop-1.5/_build_temp/README.html?utm_source=chatgpt.com
https://fate.readthedocs.io/en/develop-1.5/_build_temp/README.html?utm_source=chatgpt.com
https://arxiv.org/abs/1610.05755?utm_source=chatgpt.com
https://arxiv.org/abs/1610.05755?utm_source=chatgpt.com
https://arxiv.org/abs/1910.03581?utm_source=chatgpt.com
https://arxiv.org/abs/1910.03581?utm_source=chatgpt.com

53 Distributed deep learning without sharing raw patient data
https://arxiv.org/abs/1812.00564?utm_source=chatgpt.com

54 Quantized-Tinyllava: a new multimodal foundation model ...
https://arxiv.org/html/2511.23402v2?utm_source=chatgpt.com

57 JP7468675B2 - #4387 J)L - Google Patents
https://patents.google.com/patent/JP7468675B2/ja

59 MULTIPOLAR: Multi-Source Policy Aggregation for Transfer Reinforcement Learning between Diverse
Environmental Dynamics
https://arxiv.org/abs/1909.13111?utm_source=chatgpt.com

64 Secure Al Model Ops - OWASP Cheat Sheet Series

https://cheatsheetseries.owasp.org/cheatsheets/Secure_Al_Model_Ops_Cheat_Sheet.html?utm_source=chatgpt.com

11


https://arxiv.org/abs/1812.00564?utm_source=chatgpt.com
https://arxiv.org/abs/1812.00564?utm_source=chatgpt.com
https://arxiv.org/html/2511.23402v2?utm_source=chatgpt.com
https://arxiv.org/html/2511.23402v2?utm_source=chatgpt.com
https://patents.google.com/patent/JP7468675B2/ja
https://patents.google.com/patent/JP7468675B2/ja
https://arxiv.org/abs/1909.13111?utm_source=chatgpt.com
https://arxiv.org/abs/1909.13111?utm_source=chatgpt.com
https://cheatsheetseries.owasp.org/cheatsheets/Secure_AI_Model_Ops_Cheat_Sheet.html?utm_source=chatgpt.com
https://cheatsheetseries.owasp.org/cheatsheets/Secure_AI_Model_Ops_Cheat_Sheet.html?utm_source=chatgpt.com

	オムロンの非集中学習技術 DcX に関する調査レポート
	Executive Summary
	主要発見
	会見の事実関係
	技術分析
	実装と商用化
	セキュリティと法規制
	競合比較と知財
	結論と推奨アクション


