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1. What the 2026 Al containment failures mean for defenders,
https://www.mishcon.com/news/when-the-sandbox-wasnt-a-sandbox-what-the-20
26-ai-containment-failures-mean-for-defenders

2. OpenAl Astra Model Breach: Al Escapes Sandbox, Attacks Hugging,
https://aviatrix.ai/threat-research-center/openai-astra-model-hugging-face-breach-
2026/

3. OWASP Top 10 for Agentic Al Applications - F5,
https://www.f5.com/glossary/owasp-top-10-for-agentic-ai-applications

4, RETDHAIT—TzbES) W ThRERE. NVIDIADYFI GRS HEE,
https://news.mynavi.jp/techplus/article/20260928-504 1984/

5. OWASP Top 10 for Agentic Applications: AppSec Guide - Arnica.io,

https://www.arnica.io/blog/owasp-top-10-agentic-applications
6. A Systematization of Security Architectures for Autonomous Al Agents,

https://www.techrxiv.org/doi/pdf/10.36227/techrxiv.176422629.96159172

7. Google's Gemini Breached Three Companies in First Known Al,
https://forkast.news/googles-gemini-breached-three-companies-in-first-known-ai-b
reakout-and-the-industry-has-a-containment-problem/

8. Nvidia OpenShell Ships the Agent Kill Switch - DEV Community,
https://dev.to/max_quimby/nvidia-openshell-ships-the-agent-kill-switch-4aijj
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OpenAl Halts Advanced Model Operations as Internal Investigation,
https://www.edicionesatalanta.com/blog/openai-halts-advanced-model-operations-
as-internal-investigation-uncovers-thousands-of-sandbox-escapes-and-data-incide
nts/

OpenAl Al Agent Bypasses Internet Controls - 2026 Security Incident,
https://aviatrix.ai/threat-research-center/openai-pauses-tool-use-after-agent-bypas
ses-internet-controls-2026/

Nvidia builds hardware 'kill switch' to stop Al agents that go rogue,
https://gulfnews.com/technology/nvidia-builds-hardware-kill-switch-to-stop-ai-agen
ts-that-go-rogue-1.500692624

OWASP Top 10 for Agentic Applications - Promptfoo,
https://www.promptfoo.dev/docs/red-team/owasp-agentic-ai/

What Is Al Agent Security? - Snowflake,
https://www.snowflake.com/en/fundamentals/ai-security/agents/

OWASP Top 10 for Agentic Applications 2026: Key Takeaways,
https://goteleport.com/blog/owasp-top-10-agentic-applications/

OpenAl Admits User Data Leak as Rogue Agents Trigger Global,
https://www.carlosciriza.com/blog/openai-admits-user-data-leak-as-rogue-agents-t

rigger-global-inquiries-and-new-security-controls
OpenAl agents hijacked German website in previously undisclosed,

https://www.japantimes.co.jp/business/2026/09/05/ai-agent-german-website-hijack
/

What Is Remote Attestation? Definition & Examples,
https://nhimg.org/glossary/remote-attestation/

What Is Agentic Al Security? Risks, Threats & Best Practices - Vectra Al,
https://www.vectra.ai/topics/agentic-ai-security

Al Power Map. #20: Redwood Research,
https://www.globalradaranalytics.com/2026/09/redwood-research-ai-control-safety.
html

AgentVerify: Compositional Formal Verification of Al Agent Safety,
https://www.preprints.org/manuscript/202604.1029

Python Sandbox for LLM Code: MicroVM Isolation Guide - Blaxel,
https://blaxel.ai/blog/python-sandbox-lim-untrusted-code-isolation

Sandboxing Autonomous Al Agents | BlogBuckett,
https://www.blogbuckett.page/blog/tech/2026-08-10-sandboxing-autonomous-ai-a

gents-microvms-vs-webassembly-isolates-vs-container-boundaries
Top 7 Al agent runtime tools and platforms in 2026 | Blog - Northflank,

https://northflank.com/blog/top-ai-agent-runtime-tools

Securing Al Agent Infrastructure: Sandboxing and Blast-Radius,
https://essamamdani.com/blog/securing-ai-agent-infrastructure-sandboxing-blast-r
adius

Al Control: Improving Safety Despite Intentional Subversion - arXiv,

https://arxiv.org/pdf/2312.06942
Week 5: Control & Scalable Oversight - MIT,

https://web.mit.edu/aialignment/www/aisf/week5/
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Handling schemers if shutdown is not an option - LessWrong,
https://www.lesswrong.com/posts/XxjScx4niRLWTfuD5/handling-schemers-if-shut
down-is-not-an-option

Al Control Evaluations: A Distinct Method - CASRAI,
https://casrai.org/guides/ai-control-evaluations-redwood-research

Empirical Investigations Into Al Monitoring and Red Teaming,
https://alignmentproject.aisi.gov.uk/research-area/empirical-investigations-into-ai-
monitoring-and-red-teaming

Containing a model when containment is software | Stefano Noferi,
https://noferi.it/en/blog/contenere-un-modello/

Trustworthy Al Agents: Formal Verification of Constraints - Sakura Sky,
https://www.sakurasky.com/blog/missing-primitives-for-trustworthy-ai-part-9/
ShieldAgent: Shielding Agents via Verifiable Safety Policy Reasoning,
https://raw.githubusercontent.com/mlresearch/v267/main/assets/chen25ae/chen25

ae.pdf
VeriGuard: Enhancing LLM Agent Safety via Verified Code Generation,

https://openreview.net/forum?id=SnEywLKodN
Active Cyber™ Presents a Security Architecture for Agentic Al,
https://activecyber.net/active-cyber-presents-a-security-architecture-for-agentic-ai-

a-defense-in-depth-framework-for-bounded-autonomy/
AgenticOS: An Intent-Oriented Secure Operating System ... - arXiy,

https://arxiv.org/html/2606.21129v1

Al Security with Confidential Computing - NVIDIA,
https://www.nvidia.com/en-au/data-center/solutions/confidential-computing/
Capability Hardware Enhanced RISC Instructions - Wikipedia,
https://en.wikipedia.org/wiki/Capability Hardware Enhanced RISC Instructions
CHERI technology for cyber security - GOV.UK,

https://www.gov.uk/government/publications/cheri-technology-for-cyber-security/ch

eri-technology-for-cyber-security
Capability Hardware Enhanced RISC Instructions (CHERI),

https://www.cl.cam.ac.uk/research/security/ctsrd/cheri/
CHERI | OpenTitan, https://opentitan.org/cheri/

. The Soul and the Hands, Part II: From Intuition to Proof,

https://aquilar-pelaez.co.uk/the-soul-and-the-hands-part-2.html
Sel4: Formal Proofs for Real-World Cybersecurity - Foresight Institute,

https://foresight.org/resource/gernot-heiser-sel4-formal-proofs-for-real-world-cyber

security/
Why is seL4 Gaining Popularity? — The World's Only ... - Medium,

https://medium.com/@bhuvaneshwarii026/why-is-sel4-more-popular-the-only-mat
hematically-proven-microkernel-8ffe6a6101ed

Intro to the sel4 Microkernel | PDF - Slideshare,
https://www.slideshare.net/slideshow/intro-to-the-sel4-microkernel/238993702
Nvidia’s new platform looks to stop Al agents breaking out of control: How it
works,

https://indianexpress.com/article/technology/artificial-intelligence/nvidia-new-platfo



https://www.lesswrong.com/posts/XxjScx4niRLWTfuD5/handling-schemers-if-shutdown-is-not-an-option
https://www.lesswrong.com/posts/XxjScx4niRLWTfuD5/handling-schemers-if-shutdown-is-not-an-option
https://casrai.org/guides/ai-control-evaluations-redwood-research
https://alignmentproject.aisi.gov.uk/research-area/empirical-investigations-into-ai-monitoring-and-red-teaming
https://alignmentproject.aisi.gov.uk/research-area/empirical-investigations-into-ai-monitoring-and-red-teaming
https://noferi.it/en/blog/contenere-un-modello/
https://www.sakurasky.com/blog/missing-primitives-for-trustworthy-ai-part-9/
https://raw.githubusercontent.com/mlresearch/v267/main/assets/chen25ae/chen25ae.pdf
https://raw.githubusercontent.com/mlresearch/v267/main/assets/chen25ae/chen25ae.pdf
https://openreview.net/forum?id=SnEywLKodN
https://activecyber.net/active-cyber-presents-a-security-architecture-for-agentic-ai-a-defense-in-depth-framework-for-bounded-autonomy/
https://activecyber.net/active-cyber-presents-a-security-architecture-for-agentic-ai-a-defense-in-depth-framework-for-bounded-autonomy/
https://arxiv.org/html/2606.21129v1
https://www.nvidia.com/en-au/data-center/solutions/confidential-computing/
https://en.wikipedia.org/wiki/Capability_Hardware_Enhanced_RISC_Instructions
https://www.gov.uk/government/publications/cheri-technology-for-cyber-security/cheri-technology-for-cyber-security
https://www.gov.uk/government/publications/cheri-technology-for-cyber-security/cheri-technology-for-cyber-security
https://www.cl.cam.ac.uk/research/security/ctsrd/cheri/
https://opentitan.org/cheri/
https://aguilar-pelaez.co.uk/the-soul-and-the-hands-part-2.html
https://foresight.org/resource/gernot-heiser-sel4-formal-proofs-for-real-world-cybersecurity/
https://foresight.org/resource/gernot-heiser-sel4-formal-proofs-for-real-world-cybersecurity/
https://medium.com/@bhuvaneshwarii026/why-is-sel4-more-popular-the-only-mathematically-proven-microkernel-8ffe6a6101ed
https://medium.com/@bhuvaneshwarii026/why-is-sel4-more-popular-the-only-mathematically-proven-microkernel-8ffe6a6101ed
https://www.slideshare.net/slideshow/intro-to-the-sel4-microkernel/238993702
https://indianexpress.com/article/technology/artificial-intelligence/nvidia-new-platform-stop-ai-agents-out-of-control-10897662/

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

rm-stop-ai-agents-out-of-control-10897662/
Fuse EDA Al Agent | Siemens,

https://www.siemens.com/en-us/products/fuse-eda-ai-system/agent/
DigiCert Brings Al Passports to the NVIDIA Open Agent Safety Platform,

https://www.digicert.com/blog/digicert-brings-ai-passports-to-the-nvidia-open-agen

t-safety-platform

AIZT—2zobDEFa) T LB RMMITANFTORAEB A AR,

https://admina.moneyforward.com/jp/blog/ai-agent-guide-for-cio

DigiCert adds identity controls for NVIDIA Al agents,

https://securitybrief.com.au/story/digicert-adds-identity-controls-for-nvidia-ai-agent

S

What if Rust is combined with CHERI(Capability Hardware ... - Reddit,

https://www.reddit.com/r/rust/comments/1m3w25v/what_if rust_is_combined_with
chericapability/

AIT—2z b DX TAVRVEE ? BFEOBREMAEKO—F,

https://www.Irm.jp/security_magazine/ai-agent-security/

Capability # Permission: A Verification-First Approach to Governed,

https://community.openai.com/t/capability-permission-a-verification-first-approach-t

o-governed-autonomy/1400833

Formal Verification, Safety & Governance of Agentic Systems - Medium,
https://medium.com/@nraman.n6/formal-verification-safety-governance-of-agentic

-systems-96edb5efafe7d

Senate Panel Will Delve Into Rogue Al Threat | Legis1,

https://legis1.com/news/rogue-ai-threat-senate-panel-will-examine

Al Kill Switch Act 2026: Rogue OpenAl Agents Attack Hugging Face,

https://aviatrix.ai/threat-research-center/ai-kill-switch-act-2026-rogue-agents-huggi

ng-face-attack/

Al BEBANARSAY - BIFEES,

https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20260331
1.pdf

Al DEF1)T1HERD-HD EMTHRRIZERDITIES12 F,

https://www.soumu.go.jp/main_content/001064122.pdf

Al E—77«ICBBd A5HEER R T AR (551.01h5R),

https://aisi.go.jp/assets/pdf/ai_safety eval v1.01 ja.pdf

IPAEBRAIEZF ) TAHARSAY | BEREERFER I,

https://www.btncon.com/blog/generative-ai-guideline-ipa



https://indianexpress.com/article/technology/artificial-intelligence/nvidia-new-platform-stop-ai-agents-out-of-control-10897662/
https://www.siemens.com/en-us/products/fuse-eda-ai-system/agent/
https://www.digicert.com/blog/digicert-brings-ai-passports-to-the-nvidia-open-agent-safety-platform
https://www.digicert.com/blog/digicert-brings-ai-passports-to-the-nvidia-open-agent-safety-platform
https://admina.moneyforward.com/jp/blog/ai-agent-guide-for-cio
https://securitybrief.com.au/story/digicert-adds-identity-controls-for-nvidia-ai-agents
https://securitybrief.com.au/story/digicert-adds-identity-controls-for-nvidia-ai-agents
https://www.reddit.com/r/rust/comments/1m3w25v/what_if_rust_is_combined_with_chericapability/
https://www.reddit.com/r/rust/comments/1m3w25v/what_if_rust_is_combined_with_chericapability/
https://www.lrm.jp/security_magazine/ai-agent-security/
https://community.openai.com/t/capability-permission-a-verification-first-approach-to-governed-autonomy/1400833
https://community.openai.com/t/capability-permission-a-verification-first-approach-to-governed-autonomy/1400833
https://medium.com/@nraman.n6/formal-verification-safety-governance-of-agentic-systems-96ed5efafe7d
https://medium.com/@nraman.n6/formal-verification-safety-governance-of-agentic-systems-96ed5efafe7d
https://legis1.com/news/rogue-ai-threat-senate-panel-will-examine
https://aviatrix.ai/threat-research-center/ai-kill-switch-act-2026-rogue-agents-hugging-face-attack/
https://aviatrix.ai/threat-research-center/ai-kill-switch-act-2026-rogue-agents-hugging-face-attack/
https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20260331_1.pdf
https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20260331_1.pdf
https://www.soumu.go.jp/main_content/001064122.pdf
https://aisi.go.jp/assets/pdf/ai_safety_eval_v1.01_ja.pdf
https://www.btncon.com/blog/generative-ai-guideline-ipa

	自律型AIエージェントにおける封じ込め技術と不正行動抑止機構：ソフトウェア・ハードウェア・協調層の体系的分析　 
	Gemini 3.8 Flash 
	1. 脅威モデルの変容とエージェント脱走（Breakout）の本質 
	脅威ランドスケープとエージェント固有の攻撃動態 
	自然言語制約の破綻とアーキテクチャ境界の必然性 

	2. ソフトウェア層における防止技術 
	カーネルレベル隔離とマイクロVMサンドボックス 
	認証情報の完全外部化とケイパビリティプロキシ 
	AI Controlと非信頼モデル監視（Untrusted Monitoring） 
	形式手法と実行時シールド（Runtime Shielding） 

	3. ハードウェア層における防止技術 
	機密コンピューティングと信頼の起点（Root of Trust） 
	ハードウェア強制型ケイパビリティ（CHERIアーキテクチャ） 
	帯域外ハードウェアキルスイッチ（DPUベースの監視） 
	形式検証済みマイクロカーネル（seL4）による数学的隔離 

	4. ソフトウェア・ハードウェア協調（コ・デザイン）アプローチ 
	三層防御アーキテクチャの構造と連携メカニズム 
	暗号学的マシンアイデンティティとAgent Passport 

	5. 安全設計思想・原則とガバナンスの統合 
	最小代理の原則（Principle of Least Agency） 
	完全媒介（Complete Mediation）と安全不変条件（Invariants） 
	動的Human-in-the-Loop（HITL）と承認ブレークポイント 
	国際的な法規制と標準化動向 

	6. 結論と今後の展望 
	引用文献 



