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flowchart TD
A[Agent receives goal] --> B[Plan generation]

B
C
D
C
F
G
G
H
I
J
J
L
E
K

--> C{Action impacts external world or critical assets?}
-- No --> D[Execute with least-privilege token]
--> E[Write audit log]

-- Yes --> F[Risk scoring & policy check]

--> G{Approval required by policy?}

-- No -->D

-- Yes --> H[Create approval request packet]
--> I[Human reviewer UI / 4-eyes if needed]

--> J{Approve?}

-- Deny --> K[Block action + log denial]

-- Approve --> L[Issue time-bounded token]

> D

--> M[Continuous monitoring]

->NM

Mermaid : #i#l57—2 €7/l (EREDHI)

erDiagram
AGENT ||--o{ ACTION_REQUEST : creates
ACTION_REQUEST ||--o{ APPROVAL : requires
USER ||--o{ APPROVAL : performs
ACTION_REQUEST ||--o{ AUDIT_LOG : produces
POLICY ||--o{ ACTION_REQUEST : evaluates
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PERMISSION_SET ||--|| AGENT : binds
TOOL | |--of ACTION_REQUEST : targets

AGENT {
string agent_id
string owner_org
string purpose

}

ACTION_REQUEST {
string request_id
string action_type
string risk_Llevel
datetime created_at

}

APPROVAL {
string approval_id
string decision
datetime decided_at

}

AUDIT_LOG {
string log_id
string request_id
string artifacts_hash
datetime timestamp

}

POLICY {
string policy_id
string rule_set_version

}

PERMISSION_SET {
string permission_set_id
string scope
string expiry

}

TOOL {
string tool_id
string system_name

}

USER {
string user_id
string role

}
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